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DEPARTMENTAL VALUES

The Department continues to focus on the three priority outcomes; improved safety for children, improved timelines to permanency and reduced reliance on out-of-home care.

APPLICABLE TO

This directive applies to all Department staff (County employees, contractors, sub-contractors, volunteers and other governmental and private agency staff) who update and use California Department of Health Care Services (DHCS) information by accessing the DHCS Medi-Cal Eligibility Data System (MEDS).  
POLICY

DCFS has entered into an agreement with DHCS to allow designated DCFS staff on-line access to the Medi-Cal Eligibility Data System (MEDS).  Access to this system is for activities or services directly related to the administration of Medi-Cal program in accordance with Welfare and Institutions Code section 14100.2.  
A. Access to MEDS and Medi-Cal Personal Identification Information (PII) shall be restricted to only County Workers who need the Medi-Cal PII to perform their official duties in connection with the administration of the Medi-Cal program.  DCFS designated staff who may be authorized to use MEDS for this purpose are as follows:

· Eligibility Workers/Supervisors

· Designated Training Staff

B. “Medi-Cal Personal Identity Information (PII)” is information obtained in the process of performing an administrative function on behalf of Medi-Cal, such as determining Medi-Cal eligibility or conducting operations, that can be used alone, or in conjunction with any other information, to identify a specific individual.  PII includes any information that can be used to search for or identify individuals, or can be used to access their files, such as name, social security number, date of birth, driver’s license number or identification number.  PII may be electronic or paper. 

C. DCFS workers covered by this Directive are to use or disclose Medi-Cal PII only to perform functions, activities or services directly related to the administration of the Medi-Cal program in accordance with Welfare and Institutions Code section 14100.2 and 42 Code of Federal Regulations section 431.300 et.seq, or as required by law.  For example, Department staff performing eligibility determinations may generally only use or disclose Medi-Cal PII to determine eligibility for individuals applying for Medi-Cal.  Any other use or disclosure of Medi-Cal PII requires the express approval in writing of DHCS.  No staff person shall duplicate, disseminate or disclose Medi-Cal PII except as allowed in this Directive.
D. Access to Medi-Cal PII shall be restricted to only Department staff who need the Medi-Cal PII to perform their official duties in connection with the administration of the Medi-Cal program.
E. Department staff needing access to MEDS must complete the User Registration form, MEDS/IEVS/ACE Terminal Network Security.  The form shall be signed by the designated staff person, their Supervisor and Regional Administrator or Division Chief.  The completed form is to be sent to Revenue Enhancement for the creation of the User Identification code and initial password to access MEDS.

F. Each new Department staff, who assists in the administration of the Medi-Cal program and uses or discloses Medi-Cal PII, must read this Directive, Management Directive 08-01, “Use of Department Information Technology Resources” and sign the DCFS 5, “Agreement for Acceptable Use and Confidentiality of County’s Information Technology Assets, Computers, Networks, Systems and Data” within 30 days of employment, prior to accessing Medi-Cal PII.  The Management Directive 08-01 and this Directive must be reviewed annually thereafter.
G. DCFS supervisors of designated staff authorized to use MEDS must ensure that the authorized user annually review this Directive and annually sign the Confidentiality Statement.  Supervisors must ensure that this agreement is reviewed and signed at the time of the staff’s Annual Personnel Evaluation.  The signed original form is to be filed in the employee’s Official Personnel folder with a copy in the Office Personnel folder.  

H. DCFS must notify DHCS of any information security breach involving information obtained from MEDS within two business days and cooperate with CDHCS in any investigations of information security incidents.  

Reporting of these or any other security incidents within the Department and County must follow policy and procedure outlined in Management Directive 08-04, “Information Technology Security Incident Reporting.”

I. The Revenue Enhancement Division, staff designated by Department management and the Departmental Information Security Officer (DISO) are responsible for ongoing management oversight and quality assurance for monitoring workforce compliance with the privacy and security safeguards in this Directive.

Ongoing management oversight includes periodic self-assessments and randomly sampling work activity by Department staff who assist in the administration of the Medi-Cal program and use or disclose Medi-Cal PII.  DHCS shall provide the Department with information on MEDS usage indicating any anomalies for investigation and follow-up.  

J. The oversight and monitoring of activities are to be performed by the Departmental Information Security Officer or staff designated by Department or County management whose job functions are separate from those who use or disclose Medi-Cal PII as part of their routine duties.
K. Paper records with Medi-Cal PII must be stored in locked spaces, such as locked file cabinets, locked file rooms, locked desks or locked offices in facilities which are multi-use, meaning that there are County Department and non-County Department functions in one building in work areas that are not securely segregated from each other.  Department staff not to leave records with Medi-Cal PII unattended at any time in vehicles or airplanes and not to check such records in baggage on commercial airplanes.
L. DCFS staff who use MEDS must use all reasonable measures to prevent non-authorized personnel and visitors from having access to, control of, or viewing Medi-Cal PII.

M. Encrypt all electronic files that contain Medi-Cal PII when the file is stored on any removable media type device (i.e. USB thumb drives, floppies, CD/DVD, etc.).

N. Medi-Cal PII shall not to be emailed. 

O. Designated Department staff will investigate anomalies in MEDS usage identified by DHCS and report conclusions of such investigations and remediation to DHCS.

P. The Revenue Enhancement Division is responsible for management control and oversight, in conjunction with DHCS, of the function of authorizing individual user access to SSA data and MEDS and over the process of issuing and maintaining access control numbers and passwords.

Q. DCFS staff shall dispose of Medi-Cal PII in paper form through confidential means, such as cross cut shredding and pulverizing.

R. DCFS shall not remove Medi-Cal PII from the office except for identified routine business purposes or with express written permission of DHCS.

S. DCFS staff shall not leave faxes containing Medi-Cal PII unattended and keep fax machines in secure areas.  DCFS staff must ensure that faxes contain a confidentiality statement notifying persons receiving faxes in error to destroy them.  Staff are to verify fax numbers with the intended recipient before sending.

T. The DISO or designated Department Manager must notify DHCS immediately by telephone call or e-mail upon the discovery of a breach of security of Medi-Cal PII in computerized form if the PII was, or is reasonably believed to have been, acquired by an unauthorized person; or within 24 hours by telephone call or e-mail of discovery of any other suspected security incident, intrusion, loss or unauthorized use or disclosure of PII in violation of this Agreement or the law.  The DISO or designated Department manager shall submit the notification to the DHCS Privacy Officer and the DHCS Information Security Officer.  If the incident occurs after business hours or on a weekend or holiday and involves electronic PII, the County Department shall notify DHCS by calling the DHCS ITSD Help Desk. 

	DHCS Privacy Officer
	DHCS Information Security Officer

	Privacy Officer

c/o: Office of Legal Services

Department of Health Care Services

P.O. Box 997413, MS 0011

Sacramento, CA 95899-7413

Email: privacyofficer@dhcs.ca.gov
Telephone: (916) 445-4646
	Information Security Officer

DHCS Information Security Office

P.O. Box 997413, MS 6400

Sacramento, CA 95899-7413

Email: iso@dhcs.ca.gov
Telephone: ITSD Help Desk

                   (916) 440-7000

                   (800) 579-0874


Reporting of these or any other type of information security incidents with the Department and County must follow policy and procedure outlined in Management Directive 08-04, Information Technology Security Incident Reporting.

U. DCFS must allow DHCS to inspect the facilities, systems, books and records of the Department, with reasonable notice from DHCS, in order to perform assessments and reviews.  Such inspections shall be scheduled at times that take into account the operational and staffing demands of the Department. The Department agrees to promptly remedy any violation of any provision of its Agreement and certify the same to the DHCS Privacy Officer and Information Security Officer in writing, or to enter into a written corrective action plan with DHCS containing deadlines for achieving compliance with specific provisions of the Agreement.

APPROVAL LEVELS

	Section
	Level
	Approval

	
	
	None


LINKS

Board of Supervisor Policy Manual
http://countypolicy.co.la.ca.us 
DCFS Management Directives http://lacdcfs.org/Policy/Management%20Directives/TOCMD.htm 

RELATED POLICIES

Agreement No.: 08-01, Medi-Cal Data Privacy and Security Agreement Between the California Department of Health Care Services and the County of Los Angeles, Department of Children and Family Services
Board of Supervisor Policy 6.101, Use of County Information Technology Resources
Board of Supervisor Policy 6.109, Security Incident Reporting

DCFS Management Directive 08-01, Use of Department Information Technology Resources

DCFS Management Directive 08-04, Information Technology Security Incident Reporting
FORM(S) REQUIRED/LOCATION

HARD COPY:
MEDS Confidentiality Statement


Original – Official Personnel Folder



Copy – Office Personnel Folder



Copy – Employee



MEDS/IEVS/ACE Terminal Network Security



Original – Revenue Enhancement
LA Kids:
Revenue Enhancement MEDS/IEVS/ACE Terminal Network Security User Registration



MEDS Confidentiality Statement 
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The Department of Health Care Services (DHCS) is responsible for securing Medi-Cal information. DHCS takes this responsibility seriously. The information below describes serious consequences you are subject to in the event that you unlawfully access or disclose Medi-Cal information and Personal Identity Information (PII). This information is confidential. Medi-Cal information also includes DHCS plans, processes, procedures, memoranda, correspondence, research documents, and statistical analysis concerning the DHCS Medi-Cal Program. Medi-Cal PII and confidential information in any form (e.g. paper, CDs, DVDs, computer drives, mobile computing devices, etc.) is not public and requires special precautions to protect it from wrongful access, use, disclosure, modification, and destruction. DHCS strictly enforces information security. If you violate DHCS confidentiality policies, you may be subject to administrative, civil, and or criminal action.

You may only access Medi-Cal PII if you have a specific Medi-Cal business need for that information. You may only disclose Medi-Cal PII to other individuals that have a specific business need for that information. If you access confidential information without a Medi-Cal eligibility business need or if you disclose Medi-Cal PII to another person that does not have a business need, you may be subject to discipline by your department, termination of your or your employer's contract, criminal fines, or imprisonment.

By your signature and initials below, you acknowledge that confidential Medi-Cal information is subject to strict confidentiality requirements imposed by state and federal law including, but not limited to: California Welfare and Institution Code 14100.2.
READ AND INITIAL EACH OF THE STATEMENTS PRINTED BELOW

I acknowledge that operating any computer providing access to Medi-Cal information constitutes consent to monitoring of all system activity.  Evidence of unauthorized use collected during monitoring may be used for adverse or criminal action.  Logging on to any system providing access to Medi-Cal information indicates acceptance of the DHCS Information Security Policy.


I acknowledge responsibility for knowing the classification of Child Support information.  If I do not know the classification of specific information, I will seek classification information from my supervisor.


I acknowledge that wrongful access, use, modification, or disclosure of confidential information may be punishable as a crime and/or result in disciplinary and/or civil action taken against me – including but not limited to: reprimand, suspension without pay, salary reduction, demotion, or dismissal – and/or fines and penalties resulting from criminal prosecution or civil lawsuits and/or termination of contract.


I acknowledge that wrongful access, inspection, use, or disclosure of confidential information for personal gain, curiosity, or any non-business related reason is a crime under state and federal laws.


I acknowledge that wrongful access, use, modification, or disclosure of confidential information is grounds for immediate termination of my organization’s Medi-Cal related contract.


I hereby agree to protect Medi-Cal information in any form, (e.g. paper, CDs, DVDs, computer drives, mobile computing devices, etc) by:

· Accessing Medi-Cal information only as needed to perform my business duties.

· Never accessing information for curiosity or personal reasons

· Never showing confidential information to or discussion of confidential information with anyone who does not have the need to know.

· Storing confidential information only in approved locations.

· Never removing sensitive or confidential information from the work site without authorization.


I agree that I will not disclose my password(s) that provide me access to the MEDS systems to any other person.


I agree that I will not duplicate or download confidential Medi-Cal information unless I am authorized to do so.


I certify that I have read and initialed the confidentiality statements printed above
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Revenue Enhancement

MEDS/IEVS/ACE TERMINAL NETWORK SECURITY

User Registration

1. Date:    ___________________

2. Name:  ______________________________________________________

Last




First



M.I.

3. Location Number:   ________________

4. Location Address:  ______________________________________________

5. Work Phone Number:  _____________________

6. Please Check One:
EW/TA.:  _____    Clerical:  _____

Eligibility/TA Supervisor:  _________________________________________





Signature

7. ACE users, please check requested security levels:


Inquiry:  _____
Add or Change:  _____

Delete:  _____

Abate:  _____

8. Clerical Administrator or Deputy:  ___________________________________



Signature
9. User’s Signature:  _______________________________________________


Supervisor’s Name (Printed):    ____________________________________

Supervisor’s Signature:

_____________________________________

Please Note:

Request for EW/TA’s, and ACE Operators’ password must be authorized by their Deputy’s signature.  Request for MEDS Clerk’s password must be authorized by their Clerical Administrator’s signature.

Mail Completed form to:

Revenue Enhancement






725 South Grand Avenue






Glendora, CA  91740






Attention:  Teresa Salahuddin 







        or Carmen Jenkinson

MD 08-XX (09/08)
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