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DEPARTMENTAL VALUES

The Department of Children and Family Services (DCFS) continues to focus on the three priority outcomes; improved safety for children, improved timelines to permanency and reduced reliance on out-of-home care.

APPLICABLE TO

This directive applies to all Department staff (County employees, contractors, sub-contractors, volunteers and other governmental and private agency staff) who use the Department of Public Social Services’ Los Angeles Eligibility, Automated Determination, Evaluation and Reporting (LEADER) System.
POLICY

Each DCFS employee who uses LEADER is responsible for the protection of all confidential applicant and participant information, as well as all County information, data, and information processing resources to which he or she has access by virtue of employment with the County and/or DCFS.  

All current DCFS policies regarding confidentiality of Child Welfare case records and information must be followed.

Confidential information in any form (e.g. paper, CDs, DVDs, computer drives, mobile computing devices, etc.) is not public and requires special precautions to protect it from wrongful access, use, disclosure, modification, and destruction. 
Wrongful access, inspection, use or disclosure of confidential LEADER information for personal gain, curiosity, or any non-business related reason is a crime under state and federal laws.  Wrongful access, use, modification, or disclosure of confidential information may be punishable as a crime and/or result in disciplinary and/or civil action including but not limited to: reprimand, suspension without pay, salary reduction, demotion, or dismissal and /or fines and penalties resulting from criminal prosecution or civil lawsuits and/or termination of contract.

The use of LEADER information is on a “Need to Know” basis.  The “need to know” security concept is based on the premise that the level of a user’s LEADER access is determined by the specific needs of that user in the performance of his or her normal job duties.

DCFS LEADER users must acknowledge the right of privacy of all persons as to whom there exists any LEADER System data.  DCFS LEADER users shall protect, secure, and keep confidential all LEADER System data in compliance with all applicable federal, State, County, DCFS, DPSS, and local laws, rules, regulations, ordinances, guidelines, directives, policies and procedures, relating to confidentiality and information security (including any breach of the security of the LEADER System, such as any unauthorized acquisition of LEADER System data that compromises the security, confidentiality, or integrity of personal information), including California Civil Code Section 1798.82 and California Welfare and Institutions Code Section 10850.   DCFS LEADER users shall take all reasonable actions necessary or advisable to protect all LEADER System data in its possession, custody, or control from loss or damage by any cause, including fire, theft, or other catastrophe.  
DCFS LEADER users must ensure that all confidential documents/papers containing LEADER System information, as defined under State law (including, but not limited to, Welfare & Institutions Code Sections 10850, 17006) must be destroyed and not put in trash containers when DCFS and DPSS dispose of these documents/papers.  All documents/papers to be destroyed are to be placed in a locked or secured container/bin/box and labeled "Destruct" until they are destroyed. No confidential documents/papers are to be recycled. 

DCFS LEADER users must not publish, disclose, permit or cause to be published or disclosed, or include in any way of their products, reports, the name, address, or any personally identifiable information (PII) concerning the condition or circumstances of any employee, client, applicant, or participant from whom, or about whom, information is obtained.  PII includes any information that can be used to search for or identify individuals, or any information that can be used to access an individuals’ file, such as name, social security number, date of birth, driver’s license number or identification number.  PII may be electronic or paper.  Should a report be published using data provided by DPSS, DPSS retains the right to review and comment on all such reports prior to distribution.
A. All data displayed by the LEADER system are confidential and shall not be disclosed to any unauthorized persons.   If in doubt, consult your immediate supervisor or manager.

B. LEADER users are responsible for the secrecy of their LEADER password.

C. The LEADER System user password must not be written down nor told to anyone.  Immediately notify you supervisor if you suspect that the password is known by someone other than the assigned user.

D. The use the LEADER system is for specific authorized job functions.  Personal and/or non-County business use of the LEADER System is forbidden.  This includes the use of the email component within the LEADER System.

E. It is illegal to knowingly access the LEADER System and add, delete, alter, damage, destroy, copy or otherwise use the system to defraud, deceive, extort, or control data and/or information for wrongful personal gain.

F. Only data that I believe to be correct may be entered into the LEADER System.  I am not to enter any data which I know or believe to be incorrect.  Notify your immediate supervisor, and if necessary, your chain of command, if you are requested to knowingly enter incorrect data.

G. Ensure computers will not be left unattended while in active logon access session to LEADER System unless secured by functioning locking device which prevents entry, viewing or receipt of information or secured in a locked room which is not accessible to unauthorized personnel.  

H. LEADER users are not permitted to use their password to logon to the LEADER System in order to allow any other person to access the system.

I. The LEADER System User Security Agreement is to be reviewed with the employee’s  immediate supervisor and signed by both annually at the time of Personnel Evaluation review.

J. Any information security breach involving information obtained from LEADER, either actual or suspected, must be reported immediately to your immediate supervisor / manager and the DCFS IT Service Desk at (562) 345-6789.  

DCFS Departmental Information Security Officer (DISO) must report each incident to DPSS within one (1) business day upon notification and cooperate with DPSS in any investigations of information security incidents.

Reporting of these or any other security incidents within the Department and County must follow Departmental policy and procedure outlined in Management Directive 08-04, “Information Technology Security Incident Reporting.”

K. Paper records with LEADER information must be stored in locked spaces, such as locked file cabinets, locked file rooms, locked desks or locked offices in facilities which are multi-use, meaning that there are County Department and non-County Department functions in one building in work areas that are not securely segregated from each other. 
 Department staff are not to leave records with LEADER information unattended at any time in vehicles or airplanes and not to check such records in baggage on commercial airplanes.
L. DCFS staff who use LEADER must use all reasonable measures to prevent non-authorized personnel and visitors from having access to, control of, or viewing LEADER information.

STATUES/REGULATIONS
California Civil Code Section 1798.92

California Welfare and Institution Code Sections 827 and 10850

LINKS

DCFS Policy
http://lacdcfs.org/Policy/Hndbook%20CWS/default.htm 
Board of Supervisor Policy Manual
http://countypolicy.co.la.ca.us 
RELATED POLICIES

Board of Supervisor Policy 3.040, General Records Retention and Protection of Records Containing Personal and Confidential Information

Board of Supervisor Policy 6.101, Use of County Information Technology Resources
Board of Supervisor Policy 6.109, Security Incident Reporting

Board of Supervisor Policy 6.110, Protection of Information on Portable Computing Devices
Management Directive 08-01, Use of Department Information Technology Resources

Management Directive 08-03, Use of Department Portable Computing Devices

Management Directive 08-04, Information Technology Security Incident Reporting

Procedural Guide 0500-501.30, Disclosures of Health and Mental Health Information To and From County Departments Providing Services to a Child/Youth

Procedural Guide:  0500-507.10, Confidentiality Protocols for Telecommuting, Users of Portable Computing Devices and Mobile Workers.

FORM(S) REQUIRED/LOCATION

LA Kids:
LEADER System User Security Agreement 



Original – Official Personnel Folder



Copy – Office Personnel Folder



Copy - Employee
	COUNTY OF LOS ANGELES






DEPARTMENT OF PUBLIC SOCIAL SERVICES

LEADER System

USER SECURITY AGREEMENT

(for Non-DPSS County Employees)

As an employee of the County of Los Angeles, you will have access to confidential public social services applicant and participant information contained within the LEADER System.  All County employees using the LEADER System have a legal obligation to protect this confidential information.

It is the policy of the County of Los Angeles and the Department of Public Social Services (DPSS) that each County employee, whether permanent, temporary, part-time, contract, or in any other status, is individually responsible for the protection of all confidential applicant and participant information, as well as all County information, data, and information processing resources to which he or she has access by virtue of employment.

As a LEADER System user, I understand that my security responsibilities include, but are not limited to, the following:

1. All data displayed by the LEADER System are confidential and shall not be disclosed to any unauthorized person(s) or group(s).  If in doubt, I will consult with my immediate supervisor or manager.

2. I am responsible for the secrecy of my password

3. My password must neither be written down nor told to anyone.  If I know or suspect that my password is known by someone other than myself, I must immediately change my password, and notify my immediate supervisor or manager.

4. I may only use the LEADER System for those specific functions for which I am authorized.  Personal, non-County business, and/or unauthorized use of the LEADER System are forbidden.  This includes the use of the email component within the LEADER System.

5. I understand that it is illegal for me to knowingly access the LEADER System and add, delete, alter, damage, destroy, copy or otherwise use the system to defraud, deceive, extort, or control data for wrongful personal gain.

6. Only data that I believe to be correct may be entered into the LEADER System.  I am not to enter any data which I know or believe to be incorrect.  I must notify my immediately supervisor, and if necessary, my chain of command, if I am ever requested to knowingly enter incorrect data.

7. When I leave my LEADER System workstation, I will either lock the workstation or logoff the LEADER network.

8. I am not permitted to use my password to logon to the LEADER network to allow any other person to access the system.

9. I am not permitted to install any software into the LEADER System without specific written DPSS management authorization.

10. I am not permitted to copy any software or related documentation from the LEADER System without specific written DPSS management authorization.

11. I am not permitted to connect or disconnect any hardware or peripherals to or from the LEADER System without specific written DPSS management authorization.
12. Any suspected violation of this LEADER System User Security Agreement, and/or any misuse or non-compliance with the LEADER System operating standards and procedures, shall be reported immediately to my immediate supervisor or manager.

I have read and understand this entire LEADER System User Security Agreement and agree to abide by it.  I recognize that my failure to fulfill these responsibilities, including the actions of anyone else using my password, could result in the abuse of County information resources and data, and that the County may hold me responsible for such abuse.

I further understand that any violation of this agreement may result in disciplinary action including discharge, civil liability, and/or criminal prosecution as provided by federal and State of California laws, and/or local ordinance.

Executed this _______ day of ________________, ___________, at _______________________,

California.

________________________________________
_____________________________________

PRINT OR TYPE EMPLOYEE’S NAME

PRINT OF TYPE SUPERVISOR’S NAME

________________________________________
_____________________________________

EMPLOYEE’S SIGNATURE



SUPERVISOR’S SIGNATURE

________________________________________
_____________________________________

EMPLOYEE’S TITLE




SUPERVISOR’S TITLE

________________________________________
_____________________________________

EMPLOYEE NUMBER



DATE

________________________________________

EMPLOYEE’S DEPARTMENT

Distribution:
Original to:   Department of Public Social Services

    LEADER Central Security Manager

    9320 Telstar Avenue  Suite 132

    El Monte, California 91731



Copy to employee’s Office Personnel Folder



Copy to employee
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